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1 Introduction

This document provides details for connecting the ShoreTel® system through the Ingate
SIParator® / Firewall to PAETEC (ITSP) for SIP Trunking to enable audio
communications. The document focuses on the network architecture needed to set up
these systems to interoperate.

ShoreTel and Ingate have teamed up to build a solid security focused solution, ShoreTel
being the IP PBX which sits on the LAN and connects to the Ingate SIParator® or as an
Ingate Firewall to provide Data and Voice security. Together providing a solution to
allow customers the ability to connect to SIP Trunks offered by Pactec. As Paetec
provide their MPLS service for SIP trunking, the Ingate then is connected to the LAN,
providing the typical firewall security abilities but also intelligent SIP routing and such
SIP features as:

e Registration

e Digest Authentication

e Dial Plan Modification

e Back to Back User Agent (Terminates SIP messaging on both LAN and WAN
side)
Transfer conversion of SIP REFER to SIP reINVITE messaging (critical)
e Quick configuration templates for each of the certified ITSPs

ShoreWare Director
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2 PAETEC Configuration

PAETEC’s Dynamic IP Service, customer locations must reside in the on-net markets
served by PAETEC. PAETEC’s Dynamic IP Service is an ideal option for customers
who want to leverage converged, dynamic IP voice and data services while continuing to
utilize an IP telephony systems

2.1 CPE Requirements

e PAETEC-certified Integrated Access Device (IAD) is required to integrate with
traditional telephony systems.

e SIP-compliant CPE is required for IP telephony systems (the Ingate and
ShoreTel).
e Location of Paetec SIP Server.

2.2 PAETEC’s Dynamic IP Service Deployments

2.2.1 MPLS - SIP Trunking Only

Here, Pactec is providing only the SIP Trunking services over MPLS. Internet is handled
elsewhere. The Ingate is in a LAN SIParator type of deployment and is on the same
LAN as the ShoreTel Shoregear.

(. PSTN

L Paetec ¢ 37 :
- Network al
< ~

< ~_SIP Server
MPLS

.......
-
N ~~

e Default GW:"
\ 10.51.77.1 |

e e
---------

LANV‘.

--- s Ingate IP .

T T N '
\10.51.77.254 ]
Sho glel .0
T — - - -

ShoreTel Call Manager

Note: There is no Firewall in this scenatio; Paetec is providing a private extension of
their network directly to the CPE. Internet connectivity is handled elsewhere.
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2.2.2 Both MLPS - SIP Trunking and Internet

Here, PEATEC is providing both Internet and SIP Trunking over the same MPLS link.
The services are separated into two physical connections on the PEATEC IAD. One
Ethernet connection for Internet services and the other connection can be used for the

SIP Trunking services. The Ingate Firewall (product type: Firewall) can be used to

provide security for the Data traffic security and Voice traffic security.

S Paetec ' L A 7))
Internet ./ ~( .. PSTN

l‘ \ \N,J" Paetec //_' J
; \N\etwork/ o)

NN A_SIP Server

~Default GW: )

\ 1212124
s TOTTIR L /" Ingate IP:

+Ingate IP: ™ _..~192.168.12.34/

Y. 12121212 e

- -

Default GW: """
Y 10.51.771 .

.
. .
[, % ol

- - f/ \~
LT L — L4 L

LAN

ShoreTel Call Manager

Note: The Ingate Firewall will only support one Default Gateway, in this scenario the
Default Gateway is the way to the Internet. So the Default Gateway will be on Internet
side of the IAD. A Static Route will have to be created for the SIP Server and Media

Server should be defined on the second external interface.
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3 ShoreTel Configuration

The configuration information below shows examples for configuring the ShoreTel,
Ingate using Paetec. Even though configuration requirements can vary from setup to
setup, the information provided in these steps, along with the Planning and Installation
Guide and documentation provided by Ingate and Paetec, should prove to be sufficient.
However every design can vary and some may require more planning then others.

3.1 Overview

3.1.1 Version Support

Products are certified via the Technology Partner Certification Process for the ShoreTel
system. Table below contains the matrix of Ingate Firewall and Ingate SIParator versions
firmware releases certified on the identified ShoreTel software releases.

Ingate Firewall and Ingate SIParator version

4.5.1 with 4.5.2 4.6.0 4.6.1 4.6.2
the patch ig-
patch-4-5-1-
shoretel-2
applied

ShoreTel 7.0 | v/

ANAN
ANAN
ANAN
ANAN

ShoreTel 7.5 | v/

3.1.2 ShoreTel Unsupported Features
At the time of this writing, the following features are not supported, though support will
be added in an upcoming future release:
e Tax redirect not supported today via SIP Trunks (though direct Direct Inward
Dialing (DID) to fax endpoint is supported)
e Office Anywhere

3.2 ShoreTel Configuration

This section describes the ShoreTel system configuration to support SIP Trunking. The
section is divided into general system settings and trunk configurations (both group and
individual) needed to support SIP Trunking.

Note: ShoreTel basically just points its Individual SIP Trunks to the Ingate SIParator.

The first settings to address within the ShoreTel system are the general system settings.
These configurations include the Call Control, the Site and the Switch settings. If these
items have already been configured on the system, skip this section and go on to the
“ShoreTel System Settings — Trunk Groups” section below.
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3.2.1 Call Control Settings

The first settings to configure within ShoreWare Director are the Call Control Options.
To configure these settings for the ShoreTel system, log into ShoreWare Director and
select “Administration” then “Call Control” followed by “Options”.

Administration Call Control Options

& Shorelel”

Logoff Administrator

Administration
¢ Users...
e Trunks...
e IP Phones...
» Switches
o Call Control...
o Account Codes
o Hunt Groups
o Paging Groups
o Route Points
o Options
+ Yoice Mail.
+ Auto-Attendant Menu

The “Call Control Options” screen will then appear.

Call Control Options
Call Control Options — — Help
Edit
Edit this record Refresh this page
¥ Enable SIP Session Timer.
Session Interval {0 - 9999): j1800 sec
Refresher: ICaller (UAC) vl
Voice Encoding and Quality of Service:
Intra-Site Calls: [64Kbps (G.711) x|
Inter-Site Calls: [64 Kbps (6.711) =l
FAX and Modem Calls: |64Kbps (G.711) vl
Maximum Inter-Site Jitter Buffer: 50 msec
DiffServ / ToS Byte (0-255): Io

™ Admission control algorithm assumes RTP header compression is being used.
I~ Enable Media Encryption.
™ Always Use Port 5004 for RTP.
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¥ Enable SIP Session Timer.

Session Interval (0 - 3999): j1800 sec
Refresher: [W]
Voice Encoding and Quality of Service:
Intra-Site Calls: [64Kbps (G.711) ~|
Inter-Site Calls: |64 Kbps (G.711) ~|
FAX and Modem Calls: W
Maximum Inter-Site Jitter Buffer: lsu msec
DiffServ / ToS Byte (0-255): lo

™ Admission control algorithm assumes RTP header compression is being used.

I~ Enable Media Encryption.
I” Always Use Paort 5004 for RTP.  <——

Within the “Call Control Options” screen, confirm that the appropriate settings are made
for the “Enable SIP Session Timer”, “Intra-Site Calls”, “Inter-Site Calls” and “Always
Use Port 5004 for RTP” fields.

The first step is to make sure that the “Enable SIP Session Timer” box is checked. Next
the Session Interval Timer needs to be set. The recommended setting for “Session
Interval” is 1800 seconds. The last item to select is the appropriate refresher (from the
pull down menu) for the SIP Session Timer. The “Refresher” field will be set either to
“Caller (UAC)” [User Agent Client] or to “Callee (UAS)” [User Agent Server]. If the
“Refresher” field is set to “Caller (UAC)”, the Caller’s device will be in control of the
session timer refresh. If “Refresher” is set to “Callee (UAS)”, the device of the person
called will control the session timer refresh.

The next settings to verify are the “Intra-Site Calls” and the “Inter-Site Calls” settings
under the” Voice Encoding and Quality of Service” prompt. For the Intra-Site Calls,
verify that the desired audio bandwidth is selected for the CODEC for calls within the
system. The settings should then be confirmed for the desired audio bandwidth CODEC
for Inter-Site calls (calls between sites).

Note: SIP uses both G.711 and G.729 CODECs. The CODEC setting will be
negotiated to the highest CODEC supported (fax requires G.711 at minimum).

Note: Unchecking the box for “Always Use Port 5004 for RTP” is required for
implementing SIP on the ShoreTel system. For SIP configurations, Dynamic User
Datagram Protocol (UDP) must be used for RTP Traffic. If the box is unchecked,
MGCP will no longer use UDP port 5004; MGCP and SIP traffic will use dynamic UDP
ports. Once this parameter is unchecked, make sure that “everything” (IP Phones,
ShoreGear Switches, ShoreWare Director, Distributed Voice Services / Remote Servers,
Conference Bridges and Contact Centers) is “fully” rebooted — this is a “one time only”
item. By not performing a full system reboot, one way audio will probably occur during
initial testing.
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3.2.2 Sites Settings

The next settings to address are the administration of sites. These settings are modified
under the ShoreWare Director by selecting “Administration”, then “Sites”.

Administration Site

& Shorelel”

Logoff Administrator

Administration

e Users...
Trunks...
IP Phones...
Switches
Call Control...
Yoice Mail...
Auto-Attendant Menu
Workgroups
Schedules
System Directory
Application Servers
Conference Bridges
Sites
Syst Parameters..
Preferences

This selection brings up the “Sites” screen. Within the “Sites” screen, select the name of
the site to configure. The “Edit Site” screen will then appear. The only change required
to the “Edit Site” screen is to the “Admission Control Bandwidth” field.

Admission Control Bandwidth: |1024 kbps

Note: Bandwidth of 1024 is just an example. Please see the Planning and Installation
Guide for additional information on setting Admission Control Bandwidth.

Sites Edit screen — Admission Control Bandwidth

The Admission Control Bandwidth defines the bandwidth available to and from the site.
This is important as SIP devices will be counted against the site bandwidth. Bandwidth
needs to be set appropriately based on site setup and configuration with the I'TSP SIP
Trunking. See the ShoreTel Planning and Installation Guide for more information.
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3.2.3 Switch Settings - Allocating Ports

The final general settings to input are the ShoreGear switch settings. These changes are
modified by selecting “Administration”, then “Switches” in ShoreWare Director.

Administration Switches

&) Shorelel”

Logoff Administrator

Administration

¢ Users...

e Trunks...

e IP Phones...

e Switches, e ————
L ]

Call Cont )l...

This action brings up the “Switches” screen. From the “Switches™ screen simply select
the name of the switch to configure. The “Edit ShoreGear ...Switch” screen will be
displayed. Within the “Edit ShoreGear ...Switch” screen, select the desired number of
SIP Trunks from the ports available.

ShoreGear Switch Settings

G) ShoreTeI __LANT LAN2

—~
=~
|
N

SG-40/8

M P Phones M SIP Trunks
1 et [ m I

2 Edit i fig [0
3 2 O r
4 I O 2
5 O O 2
& I O 2
7 - O 2
8 I O 2
Hight Bell [~ i il
Paging fiii fig [0

Each port designated as a SIP Trunk enables the support for 5 individual trunks.
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3.2.4 System Settings — Trunk Groups

ShoreTel Trunk Groups support both Dynamic and Static SIP endpoint Individual
Trunks.

Note: A ShoreGear switch can only support one Trunk Group with Dynamic IP
addressing.

In trunk planning, the following need to be considered.
1. Are the SIP devices using DHCP or Static IP?
2. Are the SIP devices endpoints (like Attached Technology Attachments (ATAs),
Conference Phone or WiFi handset) or non-endpoint devices like an I'TSP?

If the SIP Trunk Groups have already been configured on the system, skip down to the
“ShoreTel System Settings - Individual Trunks” section. The settings for Trunk Groups
are changed by selecting “Administration”, then “Trunks” followed by “Trunk Groups”
within ShoreWare Director.

Administration Trunk Groups

& Shorelel”

Logoff Administrator

Administration
¢ Users...
e Trunks...
o Individual Trunks

o Trunk Groupsslg—

o} L(_Jcal Prefixe

This selection brings up the “Trunk Groups” screen.

Trunk Groups Settings

Trunk Groups Help
Add new trunk group at site: IHeadquaﬂers 'l of type: |SIP ~¥| Go

Name Type Site Trunks DID  Destination Access Code
Analog Loop Start Analog Loop Start Headguarters 0 MNo 1700 9

Digital Loop Start Digital Loop Start Headguarters 0 No 1700 g
Digital Wink Start Digital Wink Start Headguarters 0 No 1700 g

From the pull down menus on the “Trunk Groups” screen, select the site desired and
select the “SIP” trunk type to configure and click on the “Go” link from “Add new
trunk group at site:”. The “Edit SIP Trunk Group” screen will appear.
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SIP Trunk Group Settings

Trunk Groups

e 5 Hew Copy Save Delete Reset Help
Edit SIP Trunk Group
* modified
Edit this record Refresh this page
Mame: ISIP Masergy
Site:I Headguarters
Language: IEnglish vl

IV Telewarker

I Enable Digest Authentication
User ID: |

Password: | |

[~ Enable SIP Info for G.711 DTMF Signaling

For the Ingate SIP Trunking, the trunks need to be configured as inter-site trunks (trunks
between sites). The trunks will also be configured as static.

The next step within the “Edit SIP Trunks Group” screen is to input the name for the
trunk group. In the example in Figure 9, the name “SIP” has been created. The next step
is to verify the setting of the “Teleworker” check box. The “Teleworker” check box
needs to be checked since the trunk groups have been configured as inter-site. Once this
box is checked, it will count against the site bandwidth.

The “Enable Digest Authentication” field is not required when connecting to an Ingate
box.

The “Enable SIP Info for G.711 DTMF Signaling” box should not be checked.
Enabling SIP info is currently only used with tie trunks between ShoreTel systems.

The next item to change in the “Edit SIP Trunks Group” screen is to make the
appropriate settings for the “Inbound:” fields.
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Inbound

Edit this record Refresh this page
Mame:

[sIP - ITSP Example

Site: HQ Sunnyvale Demo

Language: |Eng|ish:US] vl

¥ Teleworkers

" Enable SIP Info for G.711 DTMF Signaling

" Enable Digest Authentication
User ID: |

Password: |

Inbound:

Mumber of Digits from CO: |1+}
¥ DNIS Edit DNIS Map |

¥ DID Edit DID Range |

¥ Extension %

' Translation Table: [<tione> =]
€ Prepend Dial In Prefic [

" Use Site Extension Prefix

¥ Tandem Trunking
User Group: | Executives |
Prepend Dial In Prefix: |

Destination:

5200 : Main Menu Search |

Within the “Inbound:” settings ensure the “Number of Digits from CO” is set to <XX
ITSP provided> and ensure the “DNIS” or “DID” box is checked , along with the

Extension parameter(see Planning and Installation Guide for further information on

configuration).

Tandem Trunking is not required unless you plan on routing incoming SIP trunk calls

out other ShoreTel trunks.

Note: This section is configured no different then any normal Trunk Group

Config Guide for ShoreTel and Ingate
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Trunk Services

Trunk Groups
Edit SIP Trunk Group

V' Outhound:
Network Call Routing:

Hew J Copy l Save I Delete Reset I Help

Access Code: |

Local Area Code:

Additional Local Area Codes: Edit

Mearby Area Codes: Edit
TrunIrIServices:

I Local

¥ Long Distance

W International

[ n11 {e.0. 411, 611, except 311 which is specified below)
911

" Easy Recognizable Codes (ERC) (e.g. 800, 888, 500)
I Explicit Carrier Selection (e.g. 1010xxx)

™ Operator Assisted (e.g. 0+

[V Caller ID not blocked by default

On the “Trunk Services:” screen, make sure the appropriate services are checked or
unchecked based on what the I'TSP supports and what features are needed from this
Trunk Group.

The last checkbox determines if the call is sent out as <unknown> or with caller
information (Caller ID). User DID etc. will impact how information is passed out to the

SIP Trunk group.

After these settings are made to the “Edit SIP Trunk Group” screen, press the “Save”
button to input the changes.

This completes the settings needed to set up the trunk groups on the ShoreTel system.
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3.2.5 System Settings — Individual Trunks

This section covers the configuration of the individual trunks. Select “Administration”,
then “Trunks” followed by “Individual Trunks” to configure the individual trunks.

Individual Trunks

&) Shorelel”

Logoff Administrator

Administration

e Users...

e Trunks...
o Individual Trunks g —
o Trunk Groups
o Local Prefixes

The “Trunks by Group” screen that is used to change the individual trunks settings then

appears.
Trunks by Group
Trunks by Group Help
Add new trunk at site: |Headquaﬂers '] in trunk group: | Analog Loop Start ;] Go
Analog Loop Start
Name/Number Group Site SwiDigital Loop Start tal TrunkTypelD DevicelPAddress
SIP %3020 Inter-site SIP x3020 Infer-site Headquarters  SG-p Ma_ — ' 6 1020110120
SIP%3000-3019 Intra- SIPx3000-3019 SIP %3020 Inter-site
site Intra-site Headauarters  SC-\61py3000-3019 Intra-site 4 & RO
Select the site for the new individual trunk(s) to be added and select the appropriate
trunk group from the pull down menu in the “Add new trunk at site” area. In this
example, the site is “Headquarters” and the trunk group is “SIP”. Click on the ”Go”
button to bring up the “Edit Trunk” screen.
Edit Trunks Screen for Individual Trunks
Hel
Trynks Hew | Copy Save Delete Reset =
Edit Trunk
* modified
Edit this record Refresh this page
Site: Headquarters
Trunk Group: SIP Masergy
Mame: ISIP Masergy
Switch: Isc-qom v]
SIP Trunk Type:
¢ Dynamic
& Use IP Address 10.20.110.121]
Number of Trunks (1 - 120): |1
Page 13
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From the individual trunks “Edit Trunk” screen, input a name for the individual trunks,
select the appropriate switch, select the SIP Trunk type and input the number of trunks.
When selecting a name, the recommendation is to name the individual trunks the same as
the name of the trunk group so that the trunk type can easily be tracked. Select the
switch upon which the individual trunk will be created. For the ITSP Trunk, select “Use
IP Address” button and input an IP address of the Ingate SIParator product. The last
step is to select the number of individual trunks desired (each one supports “one” audio
path — example if 5 is input, then 5 audio paths can be up at one time). Once these
changes are complete, press the “Save” button to input the changes.

Note: Individual SIP Trunks cannot span networks. SIP Trunks can only terminate on
the switch selected. There is no failover to another switch. For redundancy, two trunk
groups will be needed with each pointing to another Ingate SIParator — just the same as
if PRI were being used.

After setting up the trunk groups and individual trunks, refer to the ShoreTel Product
Installation Guide to make the appropriate changes for the User Group settings. This
completes the settings for the ShoreTel system side.
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4 Ingate Configuration

4.1 About

Ingate products are compatible with communications equipment from other vendors and
service providers who support the SIP Protocol. The Ingate products are a security
device designed to sit on the Enterprise network edge, an ICSA Labs Certified security
product, focused on SIP communications security and network security for the
Enterprise.

Ingate products are designed to solve the issues related to SIP traversing the NAT
(Network Address Translation) which is a part of all enterprise class firewalls. The NAT
translates between the public IP address(es) of the enterprise, and the private IP
addresses which are only known inside the LAN. These private IP addresses are created
to enable all devices to have an IP address, and also provide one of the security layers of
the enterprise network. In addition, the Ingate products provide routing rules to assign
to SIP traffic flow to ensure only allowed SIP traffic will pass.

4.1.1 Startup Tool

The Ingate Startup Tool is an installation tool for Ingate Firewall® and Ingate
SIParator® products, facilitates the “out of the box” set up of SIP Trunking solutions
with ShoreTel and various Internet Telephony Service Providers. Designed to simplify
SIP trunk deployments, the tool will automatically configure a user’s Ingate Firewall or
SIParator® to work with ShoreTel and the SIP Trunking service provider of your choice.
With the push of a button, the configuration tool will automatically create a SIP trunk
deployment designed to the user’s individual setup.

Users can select ShoreTel from a drop-down menu and the Internet Telephony Service
Provider (ITSP) they use; the configuration tool will automatically apply the correct
settings to the Ingate Firewall or SIParator to work seamlessly with that vendor or
service provider. A list of SIP Trunking service providers that have demonstrated
interoperability with the Ingate products is incorporated into the interface. Please note
that not all SIP Trunking service providers listed in this interface have been certified by
ShoreTel. Consult the ShoreTel Certified Technology Partner list of vendors for a
current list. (http://www.shoretel.com/partners/technology/certified_partners.html)

The configuration tool is available now as a free download for all Ingate Firewalls and
SIParators. It can be found at http://www.ingate.com/startuptool.php. Also available
here is a Startup Tool Getting Started Guide to assist in using the Startup Tool.

4.1.2 Web Admin

By default the Ingate units does not come pre-assigned with an IP Address or Password,
once these are assigned by the Startup Tool or Console Port, the Ingate units can be
administered via the web. Using a Browser, simply enter the IP Address assigned to the
unit, this will launch the Web Administration GUI.

inGate Firewall

Bask Raesand | sip | sip Vitual Privote | Qualy of | Logging
Configuration Reloys | Services | Troffc Natworks | Servie ] ond Tools

You were not logged on
Local password

Login]
H Page generated J008-08-12 10:56:16 0400,
INES QAT 1oz Facwai 162 Coprigh & 2008 Ingae Syseems A3
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4.2 Connecting the Ingate Firewall/SIParator

From the factory the Ingate Firewall and SIParator does not come preconfigured with an
IP address or Password to administer the unit. Web administration is not possible unless
an IP Address and Password are assigned to the unit via the Startup Tool or Console
port.

The following will describe a process to connect the Ingate unit to the network then have
the Ingate Startup Tool assign an IP Address and Password to the Unit.

Configuration Steps:

1. Connect Power to the Unit.
Connect an Ethernet cable to “Eth0”. This Ethernet cable should connect to a
LLAN network. Below are some illustrations of where “Eth0” are located on each
of the Ingate Model types. On SIParator SBE connect to “ET1”.

Ingate SIParator SBE (Back)

i)
PHONEZ %uz ET4

LINE ET2 ET3 ET4 USB UsSB DC ON

Ingate 1190 Firewall and SIParator 19 (Back)

Eth2 Eth1 Etho

sy L ] 2

CONSOLE

RESET

CONFIG

Ingate 1500/1550/1650 Firewall and SIParator 50/55/65

- -

:inGote T O

Ingate 1900 Firewall and SIParator 90

®
=== inGat
Firewall 1900 — SIParatori 90
AONGROICION) In 0 e

®

Ingate Systems
Firewall 1500 - SIParator® 50

—

ASRONOICION
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3. The PC/Setver with the Startup Tool should be located on the same LAN
segment/subnet. It is required that the Ingate unit and the Startup Tool ate on
the same LAN Subnet to which you are going to assign an IP Address to the

Ingate Unit.

Note: When configuring the unit for the first time, avoid having the Startup Tool on a
PC/Setver on a different Subnet, or actoss a Router, or NAT device, Tagged VLAN, or

VPN Tunnel. Keep the network Simple.

inG ate

Etho | |

—

10.51.77.0/24") Directly

Connected
Network

-~
f

4. Proceed to Section 4.3: Using the Startup Tool for instructions on using the

Startup Tool.

Config Guide for ShoreTel and Ingate

Page 17



4.3 Using the Startup Tool

There are three main reasons for using the Ingate Startup Tool. First, the “Out of the
Box” configuring the Ingate Unit for the first time. Second, is to change or update an
existing configuration. Third, is to register the unit, install a License Key, and upgrade
the unit to the latest software.

Note: The Startup Tool does not have the ability to program the third (Eth2) Ethernet
port. This programming will have to be done manually.

4.3.1 Configure the Unit for the First Time

From the factory the Ingate Firewall and SIParator does not come preconfigured with an
IP address or Password to administer the unit. Web administration is not possible unless
an IP Address and Password are assigned to the unit via the Startup Tool or Console
port.

In the Startup Tool, when selecting “Configure the unit for the first time”, the Startup
Tool will find the Ingate Unit on the network and assign an IP Address and Password to
the Ingate unit. This procedure only needs to be done ONCE. When completed, the
Ingate unit will have an IP Address and Password assigned.

Note: If the Ingate Unit already has an IP Addressed and Password assigned to it (by

the Startup Tool or Console) proceed directly to Section 3.3.2: “Change or Update
Configuration”.

Configuration Steps:

1. Launch the Startup Tool
2. Select the Model type of the Ingate Unit, and then click Next.

1{-% Select Product Type

‘Welcome bo the Ingate Startup kool - this tool will assisk vou in setting up wour nesy Ingate unit

| Etha

Connect your computer to wour Ingate unit like this,

Setup

Ingate model - Flease Select model

irewall 1190/SIParatar 19 A
SIParatar SBE
Fireweall 1180/SIParator 16
Firewall 1190)SIParakar 19
Firewall 1450/SIParator 45 Lzt
Firewall 1500/5IParakar S0
Firewall 1550/5IParakor S5
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3. In the “Select first what you would like to do”, select “Configure the unit for the
tirst time””.

Ingate Startup Tool - Helps configure your, Ingate unit - |E|E|
Ingate Startup Tool Yersion Help
‘fou are running the latest version of this tool,
First select what you would like to dao: Assign IP address and password, establish contact
(%) Configure the unit For the first time Inside {Interface EthO)
() Change or update configuration of the unit IP Address: 10 ., 51 . 77 . 100
MAC Address: 00-d0-c9-52-44-55
[ regisker this unit with Ingate
[JUpgrade this unit Select a password
Password: senee

|:| Configure Remate SIP Connectivity
Configure SIP trunking
[Backup the created configuration

Confirm Password:

[ ¢reate a config without connecting ko a unic

[ This taal remembers passwards

Status

Ingate Startup Taool Yersion 2.4.0

Starkup tool version available on the Ingate web: 2.4.0

‘fou are running the latest version of the Startup toal,

More information is available here: http:fjwwe.ingate, comfstartuptool.php

4. Other Options in the “Select first what you would like to do”,

First select what wou would like bo do:

(%) Configure the urit For the first time
() Change or update configuration of the unit

[ ] Register this unit with Ingate
[ Jupgrade this unit

|:| Configure Remote SIP Conneckivity
Configure SIP trunking

[ ]Backup the created configuration
[]create a config without connecting ko & unit

[ This tool remembers passwords

a. Select “Configure SIP Trunking” if you want the tool to configure SIP
Trunking between a IP-PBX and ITSP.

b. Select “Configure Remote SIP Connectivity” if you want the tool to
configure Remote Phone access to an IP-PBX
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c. Select “Register this unit with Ingate” if you want the tool to connect with
www.ingate.com to register the unit.

d. Select “Upgrade this unit” if you want the tool to connect with
www.ingate.com to download the latest software release and upgrade the unit.
If selected, see Section 4.3: Licenses and Upgrades.

e. Select “Backup the created configuration” if you want the tool to apply the
settings to an Ingate unit and save the config file.

f.  Select “Creating a config without connecting to a unit” if you want the tool
to just create a config file.

g. Select “The tool remembers passwords” if you want the tool to remember
the passwords for the Ingate unit.

5. In the “Inside (Interface Eth0)”,
a. Enter the IP Address to be assigned to the Ingate Unit.
b. Enter the MAC Address of the Ingate Unit, this MAC Address will be used
to find the unit on the network. The MAC Address can be found on a
sticker attached to the unit.

Inside (Interface Etha)
IP Address: 10 . 51 . 77 . 100

MAC Address: 00-D0-C9-A2-44-55

6. In the “Select a Password”, enter the Password to be assigned to the Ingate unit.

Select a password

Passwaord; R

Confirm Password; seeee

7. Once all required values are entered, the “Contact” button will become active.
Press the “Contact” button to have the Startup Tool find the Ingate unit on the
network, assign the IP Address and Password.

Assign IP address and password, establish contact

Inside (Inkerface Ethd)
IP Address: i .51 ., 77 . 100
MAC Address: 00-D0-Ca-AZ-44-55

Select a password

Password: R

Confirm Password: senne

8. Proceed to Section 3.3.3: Network Topology.
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4.3.2 Change or Update Configuration

When selecting the “Change or update configuration of the unit” setting in the Startup
Tool the Ingate Unit must have already been assigned an IP Address and Password,
either by the Startup Tool — “Configure the unit for the first time” or via the Console
port.

In the Startup Tool, when selecting “Change or update configuration of the unit”, the
Startup Tool will connect directly with the Ingate Unit on the network with the provided
IP Address and Password. When completed, the Startup Tool will completely overwrite
the existing configuration in the Ingate unit with the new settings.

Note: If the Ingate Unit does not have an IP Addressed and Password assigned to it,
proceed directly to Section 3.3.1: “Configure the Unit for the First Time”.

Configuration Steps:

1. Launch the Startup Tool
2. Select the Model type of the Ingate Unit, and then click Next.

i'i:ﬂ Select Product Type

‘Welcome ko the Ingate Startup ool - this ool will assist vou in setting up your new Ingate unit

Setup

Eth0

Connect your computer to your Ingate unit like this,

Ingate model - Please Select model

ireweall 1190/51Farator 19 v
SIParakor SBE
Firewall 1180/5IParatar 18
Firewall 1190/SIParakor 19
Firewall 1450/5IParator 45 e
Firewall 1500/5IParator 50
Firewall 1550/5IParator 55
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3.

4. Other Options in the “Select first what you would like to do”,

In the “Select first what you would like to do”, select “Change or update
configuration of the unit”.

(€3 Ingate Startup Tool - Helps configure your Ingate unit

[CIRegister this unit with Ingate
[Jupgrade this unit Enter the password
Password: sannl
|:| Configure Remote SIP Connectivity
Configure SIP trunking
[[]Backup the created configuration
[ ¢reate a config without connecting to a unit

[ this tool remembers passwards

Status

Ingate Startup Tool Yersion 2.4.0

Startup tool version available on the Ingate web: 2.4.0

“fou are running the lakest version of the Startup toal.

More information is available here: http:ffwww. ingate. comyfstartuptool. php

Ingate Startup Tool Yersion Help
‘ou are running the latest version of this tool.
First select what you would lilke o do: Establish contact
() Canfigure the unit for the first time Inside (Interface EthO)
(%) Change or update configuration of the unit IF Address: 0 .51 .

First select what wou would like to do:
{3 Configure the urit For the first time
(¥ Change or update configuration of the unit

[ ] Register this unit with Ingate
[ Jupgrade this unit

|:| Configure Remote SIP Conneckivity
Configure SIP trunking

[ ]Backup the created configuration

[ ]create a config without connecting ko a unit

[ ]This tool remembers passwords

Select “Configure SIP Trunking” if you want the tool to configure SIP

Trunking between a IP-PBX and ITSP.

Select “Configure Remote SIP Connectivity” if you want the tool to

configure Remote Phone access to an IP-PBX

Select “Register this unit with Ingate” if you want the tool to connect with

www.ingate.com to register the unit.

Config Guide for ShoreTel and Ingate
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d. Select “Upgrade this unit” if you want the tool to connect with
www.ingate.com to download the latest software release and upgrade the unit.
If selected, see Section 4.3: Licenses and Upgrades.

e. Select “Backup the created configuration” if you want the tool to apply the
settings to an Ingate unit and save the config file.

f.  Select “Creating a config without connecting to a unit” if you want the tool
to just create a config file.

g. Select “The tool remembers passwords” if you want the tool to remember
the passwords for the Ingate unit.

5. In the “Inside (Interface Eth0)”,
a. Enter the IP Address of the Ingate Unit.

Inside (Interface EthO)
IP Address: 10 . 51 . 77 . 100

6. In the “Enter a Password”, enter the Password of the Ingate unit.

Erter the passwiord

Password; R

7. Once all required values are entered, the “Contact” button will become active.
Press the “Contact” button to have the Startup Tool contact the Ingate unit on
the network.

Establish contact
Inside (Inkerface EthO)
IP Address: 10 . 51 . 77 . 100

Enter the password

Password: P

8. Proceed to Section 3.3.3: Network Topology.
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4.3.3 Network Topology

The Network Topology is where the IP Addresses, Netmask, Default Gateways, Public
IP Address of NAT ed Firewall, and DNS Servers are assigned to the Ingate unit. The
configuration of the Network Topology is dependent on the deployment (Product) type.
When selected, each type has a unique set of programming and deployment requirements,
be sure to pick the Product Type that matches the network setup requirements.

Note: The Startup Tool does not program the PAETEC-ShoreTel-Ingate deployment
perfectly in both scenarios. Some manual modification will be needed in both cases; this
programming will have to be done over the Web GUI.

Ingate Startup Tool |‘LHE‘E|
Licenses and Upgrades | MNetwork Topology |1P—PB>< 115P_1 | Upload Configuration

Standalons SIParatar v

Inside (Interface Ethd)

1P address: W, 51 ., 77 .10

Product Typs:

Internet

Metrnask:

Outside (Interface Eth1)
[JUse DHCP to obkain IP

1P Address: 172 . 51 . 77 . 100

Netmask: 255 . 255 . 285 . O

[ asllows https access to web interface from Inkernet

Ingate SIParator

LAN

IP-PBX

Existing firewall

Gateway:

172 .51 . 77 . 1

DNS server
Primary: 4 .2 .2 .2
Secandary: o .0 .0 .0

{Cptional)
Status

Ingate Starkup Tool Yersion 2.4.0, connected ko: Ingate SIParator 19, 16-092-702-2122-0

WoIP Survival ~
VPN 1
Qos

Enhanced Security

10SIP Traversal Licenses

10 SIP User Registration Licenses

Software Yersion: 4.6.2]

E3

Configuration Steps:

1. In the Product Type drop down list, select the deployment type of the Ingate
Firewall or SIParator.

Praduct Type: |Firewall e’ |

Product Type: L&M SIParakar b

2. When selecting the Product Type, the rest of the page will change based on the
type selected. LAN SIParator will be used with the MPLS — SIP Trunking Only
scenario, and Firewall when using both Internet and SIP Trunking scenatio.
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4.3.3.1 Product Type: LAN SIParator

When deploying an Ingate SIParator in a LAN configuration, the Ingate resides on a
LAN network with all of the other network devices. As there is no existing Firewall, the
Default Gateway for the LAN network is the Paetec IAD; the ISD is the primary edge
device for all data and voice traffic out of the LAN to the WAN/Internet. SIP Signaling
and Media must be forwarded to the Ingate SIParator, both from Paetec and the
ShoreTel. The voice traffic from the LLAN is directed to the SIParator then to the
existing IAD and out to the Peatec SIP Server.

Ingate Startup Tool

Metwork Topology |IP-PEX ITsP | Upload Configuration
Froduct Type: || ) Siparator v
LAN (Interface EthO)
1P address: 10 . 51 . 77 .10 Internet
Metmask: 255 255 . 255 . 0
Existing firewall
LAN r J\
U b
Gateway 0, 51 .7 . 1 |p:PBx Ingate SiParator
Firewallextern 1Pt | a3 | a7 . 76 . &5
DNS server
Primary: 4 .2 2 .1
Secondary: 4 .,z .2z .z
(Optional)
Status
Ingate Startup Taol Yersion 2.4.0, connected to: Ingate SIParator 19, IG-092-702-2122-0
WalP Survival A
WP 1
QoS
Enhanced Security
10 5IP Traversal Licenses
10 51IP User Registration Licenses
Software Yersion: 4.6.2
‘ b
Configuration Steps:
<« >
1. In Product Type, select “LLAN SIParator”.
Product Type: || an STParator v

2. Define the IP Address and Netmask of the inside LAN (Interface Eth0). This is
the IP Address that will be used on the Ingate unit to connect to the LAN

network.
LAM (Interface EEhO)
IP address: 10 . 51 . 77 . 100
Metmask: 255 . 255 . 255 . 0O
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3. Enter the Default Gateway for the Ingate SIParator. The Default Gateway for
the SIParator will be the existing Firewalls IP Address on the DMZ network.

Gakeway! m ., 51 , 77 .01

4. Enter the existing Firewall’s external WAN/Internet IP Address. This is used to
ensure correct SIP Signaling and Media traversal functionality. This is required
when the existing Firewall is providing NAT. This will be manually removed
later.

Firewall externIP:| gz . g7 . 76 . &5
5. Enter the DNS Servers for the Ingate Firewall. These DNS Servers will be used

to resolve FQDNs of SIP Requests and other features within the Ingate. They
can be internal LAN addresses or outside WAN addresses.

DS server

Prirary: 4 0z ., 2 .1
Secondary: 4 .z .z .,z
(Optional)

6. On the Existing Firewall, the SIP Signaling Port and RTP Media Ports need to be
forwarded to the Ingate SIParator. The Ingate SIParator is an ICSA Certified
network edge security device, so there are no security concerns forwarding
network traffic to the SIParator.
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4.3.3.2 Product Type: Firewall

When deploying an Ingate Firewall, there is only one way the Firewall can be installed.
The Firewall must be the Default Gateway for the LAN; it is the primary edge device for
all data and voice traffic out of the LAN to the Internet.

Note: The Startup Tool does not have the ability to program the third (Eth2) Ethernet
port. This programming will have to be done manually.

Ingate Startup Tool

Licenses and Upgrades | Metwork Topology | 1P-pex || 1TSP || Upload Configuration

Inside {Inkerface Eth)

TP address: Internet

.85 7 01
Rletmask: P55 . 255 . 255 . O
Outside (Interface Eth1)

[[Juse bHCP to obtain 1P
P Address: 12 .23 . 34 .45

Ingate Firewall

Netmask: 755 . 285, 2|85 . O LAN

[ allow https access to weh interface From Internet

Gateway: 1z .23 . 3% .1
IP-PBX
DS server
Primary: 4 .2 .2 .1
Secondary: 4 .2 .2 .z
{Optional)

Skatus

Ingate Starbup Tool Wersion 2.4.0, connected to! Ingate Firewall 1190, 1G-092-715-5012-4

Remote SIP Connectivity

WPN

Qo5

Enhanced Security

15 SIP Traversal Licenses

20 SIP User Registration Licenses

13

Software Version: 4.6.2

£l

Configuration Steps:

1. In Product Type, select “Firewall”.

Product: Type: |Firewa|| b |

2. Define the Inside (Interface Eth0) IP Address and Netmask. This is the IP
Address that will be used on the LAN side on the Ingate unit.

Inside {Interface ELthO)

IP address: m .5 .77 .01

Metrnask: 55 . 255 . 755 . 0

Page 27
Config Guide for ShoreTel and Ingate



3. Define the Outside (Interface Eth1) IP Address and Netmask. This is the IP
Address that will be used on the Internet (WAN) side on the Ingate unit.
a. A Static IP Address and Netmask can be entered
b. Or select “Use DHCP to obtain IP”, if you want the Ingate Unit to
acquire an IP address dynamically using DCHP.

Cukside (Inkerface Eth1)
[ use DHZF to obtain IP

IP Address: 12 . 23 . 34 . 45

Metmask: ZEE ., 255 . 255 . 244
[ ] allow https access ko web inkerface From Inkernet
4. Enter the Default Gateway for the Ingate Firewall. The Default Gateway for the

Ingate Firewall will always be an IP Address of the Gateway within the network
of the outside interface (Ethl1).

Gakeway: 12 . 23 . 34 . 41

5. Enter the DNS Servers for the Ingate Firewall. These DNS Servers will be used
to resolve FQDNs of SIP Requests and other features within the Ingate. They
can be internal LAN addresses or outside WAN addresses.

DS setver

Primaty: 4 2 . 2 .1
Secondary: 4 2z , 2 , 2
(Optional)
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4.3.4 IP-PBX

The IP-PBX section is where the IP Addresses and Domain location are provided to the
Ingate unit. The configuration of the IP-PBX will allow for the Ingate unit to know the
location of the IP-PBX as to direct SIP traffic for the use with SIP Trunking and Remote
Phones. The IP Address of the IP-PBX must be on the same network subnet at the IP

Address of the inside interface of the Ingate unit. Ingate has confirmed interoperability
several of the leading IP-PBX vendors.

Ingate Startup Tool

Metwork. Topology | IP-PEX |ITSP Upload Configuration

IP-PE% ishould be located on the LAY

Type: Generic PBY i D PE¥ registers at the Ingate
IP Address: W .51 . FF . zZ0

[Juse domain name

Status

Ingate Starkup Toal Wersion 2.4.0, connected to: Ingate SIParator 19, 1G-092-702-2122-0

walIP Survival

WPM

Qo5

Enhanced Security

10 5IP Traversal Licenses

10 SIP User Registration Licenses

|3

Software Version: 4.6.2

2

Configuration Steps:

1. In the IP-PBX Type drop down list, select “ShoreTel”. Ingate has confirmed
interoperability with ShoreTel, the unique requirements of the testing are
contained in the Startup Tool.

IP-PE¥ {should be located on the LAN)

Type: | ShareTel v |

2. Enter the IP Address of the Shoregear switch. The IP Address should be on the
same LAN subnet as the Ingate unit.

IF Address: 1 . 5 . 77 .20

|
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4.3.5 ITSP

The I'TSP section is where all of the attributes of the SIP Trunking Service Provider are
programmed. Details like the IP Addresses or Domain, DIDs, Authentication Account
information, Prefixes, and PBX local number. The configuration of the ITSP will allow
for the Ingate unit to know the location of the I'TSP as to direct SIP traffic for the use
with SIP Trunking. Ingate has confirmed interoperability many of the leading I'TSP

vendors.

Ingate Startup Tool

Network Topology IP-PBX| ITSP_1 |Up\oad Configuration

Mame:

Provider address

IP Address: o .0 .0 .0

[ Use domain name

Advanced

Prefix to match and remove From inbound calls

Prefix: I:I

Prefix to add to outbound calls
s [

Farward 3xx messages

Enable

Status

s e —
{user name):
e

Account infarmation:
I:‘ Use account

Authentication name: I:l
(same as DI if blank)

D Increment authentication name for ranges
i
e —

PE local numbers {advanced)

Local number{start of range, l:l
use same as DID if local

numbers are not used):

Password (only used if PEX l:l
reqgisters at the Ingate):

Ingate Startup Tool Yersion 2.4.0, connected ko: Ingate SIParator 19, IG-092-702-2122-0

YolIP Survival

~
WP T
QoS
Enhanced Security
10 SIP Traversal Licenses
10 5IP User Reqistration Licenses
Software Version: 4.6.2 B

v

Configuration Steps:

In the ITSP drop down list, select PAETEC as the I'TSP vendor. Ingate has
confirmed interoperability with PAETEC, the unique requirements are contained
in the Startup Tool. If the vendor choice is not seen, select “Paetec”.

Marme:

| Paetec

v

D
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When you select a specific ITSP vendor, the Startup Tool will have the individual
connection requirements predefined for that ITSP, the only additional entries
may be the specific site requirements.




2. PAETEC is trusted IP deployment.
a. In the case where the Service Provider uses a Trusted IP deployment, all
that is required is to enter the IP Address or Domain of the PAETEC’s
SIP Server or SBC. Enter the IP Address here, or select “Use domain
name” and enter the FQDN of the Service Provider.

Provider address

IP Address: o .0 .0 .o

[]use domain name

Provider address

Darnain:

Iz domain name

3. 'The Ingate has the ability to add/remove digits and characters from the Request
URI Header. A typical scenatio is the addition/removal of ENUM character
“+”. Many IP-PBX and I'TSPs either need to add or remove this character prior

to sending or receiving SIP requests. Here you can enter values to Match and
remove from the Request URI.

Advanced
Prefix ta match and remove From inbound calls

Prefix;

Prefix to add ko outhound calls

PreFix;

Forward 3xx messages

Enable
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4.3.6 Upload Configuration

At this point the Startup Tool has all the information required to push a database into
the Ingate unit. The Startup Tool can also create a backup file for later use.

B

Ingate Startup Tool EJ[:

Network Topology | 1P-PEx | 1T5P_t | Upload Configuration |

Disclaimer Werbose Logging {SIF debug)
and Self-Certified vendor, every possible ~ Enahle
configuration, cambination andfor software
wersion has not been tested, For bechnical
assistance regarding end-to-end interoperability
issues, please cantact support@ingate. com, v

Final step
() Logan ko web GUT and apply settings
() Apply settings directly using serial interface

[CBackup the configuration

Status
Ingate Startup Tool Wersion 2.4.0, connected to: Ingate SIParator 19, 1G-092-702-2122-0

10 5IP Traversal Licenses A

10 5IP User Reqgistration Licenses )

Software VYersion: 4.6,2

Error: Please enter number, name and domain.

Error: Please enter number, name and domain. =
v

Configuration Steps:

1. Press the “Upload” button. If you would like the Startup Tool to create a
Backup file also select “Backup the configuration”. Upon pressing the “Upload”
button the Startup Tool will push a database into the Ingate unit.

Final skep
{*) Logon ko web GUI and apply settings
i) Apply settings directly using serial interface

[ ]Backup the configuration

Upload
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2. When the Startup has finished uploading the database a window will appear and
once pressing OK the Startup Tool will launch a default browser and direct you

to the Ingate Web GUI.

Success [‘$_<|

Your configuration has been updated.

wehien wou press OF wou will be redirected to wour browser,
Please login and press "apply Configuration”

in the Admin menu of the Ingate web interface,

3. Although the Startup Tool has pushed a database into the Ingate unit, the
changes have not been applied to the unit. Press “Apply Configuration” to apply
the changes to the Ingate unit.

N Basic Rulesond | SIP | SIP |, . Virtual Private | Quolity of | Logging

Save/Load Show User Table Date ond Change
(CTLPMET Y Configuration Administration Upgrade Look  Time  Restar! Longuage

Test Run and Apply Conf (Help) Show Message About Unapplied Changes

Duration of limited test mode: @ On every page
seconds (O On the Save/Load Configuration page
O Never
Apply configuration
Backup (Help)

The permanent configuration is not affected.

[ Save to local file ” Load from local file ]Loca]ﬁle:\ |[ Browse...

Save/Load CLI Command File (Help)
The permanent configuration might be affected by loading a CLI file.

[ Save config to CLI file ] [ Load CLI file I Local ﬁle:l H Browse... |
Abort All Edits (Help) Reload Factory Configuration (Help)
The permanent configuration is not affected. The permanent configuration is not affected.
Abort all edits [ Load factory configuration ]

4. A new page will appear after the previous step requesting to save the
configuration. Press “Save Configuration” to complete the saving process.

N Basic Rulesand | SIP § SIP |, . Virtual Private | Quality of | Logging

You are currently testing the preliminary configuration Y ou must press either the Save configuration or the
Continune testing button within 30 seconds, or the firewall will revert to the normal permanent configuration

[ Save configuration ] [ Continue testing ][ Revert ]

5. If using the Ingate SIParator in a LAN SIParator deployment proceed to Section
4.4.1.

6. If using the Ingate Firewall to service both Data and Voice traffic proceed to
Section 4.4.2.
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4.4 Additional Manual Programming

4.4.1 Ingate SlParator - LAN SIParator Deployment

SIP Services — Interoperability
Remove any references in “Public IP address for NATed SIParator”. As there is no
Firewall between the Ingate and Paetec’s IAD, this field is not needed.

N Basic SIP§ SIP ], Viriual Private | Quality of | Logging
Signaling  Media Sessions  Remote SIP  VolP  VolP Survival
Basic Encryption Encryption |G TACLTIVA and Media Connectivity Survival — Stafus

URI Encoding (Help) Signaling Order of Re-INVITEs (Help)
Recommended setting: Atways encrypt URIs Recommended setting: Send re-INVITEs all the way directly

O Always encrypt URIs & Send re-INVITEs all the way directly

(¥ Use shorter, encrypted URIs (& Send response before re-INVITEs are forwarded

(O Escape URIs

(O Keep username m URIs

Public IP address for NATed SIParator (Help)
This setting is not supported for the Standalone configuration.

DNS Name
or IP Address ey

I
SIP Traffic — Dial Plan
Inbound and Outbound traffic are being directed to the Ingate, the Startup Tool will

assign the Existing Firewalls Public IP Address to the Inbound calls, but since there is no
Firewall in this solution, the calls are directed to the Ingate private IP.

R Basic sip g osie .. Virtual Private | Quality of | Logging
SIP User  Autheniication Time  SIP
Methods Filtering Database and Accounting DIDN{ITY Routing Classes Status

Matching Request-URI (Help)

_ Use This ... ... Or This
Name Delete
Prefix Head Tail Min. Tail Domain Reg Expr
|Inb0und | | | | ‘ |ar13.r character V| | | |10.51.TT.100 ‘ | | O
|Outbound | | | | ‘ |any character V| | | |10.51.??.100 ‘ | | O

Be sure to apply and save. These configuration changes will be fixed in the next version
of Startup Tool.
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4.4.2 Ingate Firewall Deployment

Third Ethernet Interface

The Startup Tool does not define the third interface on the Ingate, thus it must be done
manually. PAETEC’s SIP server and Media server must be defined as a Static Route on
this Interface. As the Ingate Firewall only supports one Default Gateway, which is being
used for Data Traffic then Static Routes are defined to direct Voice traffic to PAETEC.

o Basic Rulesand | SIP § SIP |, . Virtual Private | Quality of | Logging

Networksond  Default  All Interface
Computers  Gateways Interfaces NAT VLAN EthO Ethl YA Status PPPoE

General Obtain IP Address Dynamically Speed and Duplex
Physical device: eth2 @ OFF (® Automatic negotiation
This interface is: & On O Off C DHCP client ON ) 100 Mbit/s. full duplex
Interface name: O PPPoE client ON © 100 Mbit/s, half duplex

Eth2 O 10 Mbit/s. full duplex

© 10 Mbit's, half duplex

Directly Connected Networks (Help)

DNS Name Network | Broadcast | VLAN VLAN

S or IP Address P b | Nemlh/ Il Address Address Id Name Wizt
sIP | 17251771 17251771 17251.77.0(17251.77.255 | || O

Alias  (Help)

Below are the ranges from which you can select aliases.
172.51.77.1-172.51.77 254

o DNS Name
Name or IP Address IP Address Delete

Add new rows rows.

Static Routing (Help)

Routed Network Router
DNS Name or |, - . DNS Name Delete
Network Address Network Address| Netmask / Bits or IP Address IP Address

10.15.15.5 |25 265 255 265 | 192.168.12.1 ||192.168.12.1
10.15.15.30 10.15.15.30 265256 255 255 | [192.168.12.1 ||192.168.12.1

Network and Computers
Any of PAETEC’s networks, SIP Servers, Media Servers need to be defined here and
associated with the third interface.

- Basic Sie g SiP .. Virtual Private | Quality of | Logging

Networks ond [ LT RN | Interface
(€T Gateways Inferfaces VLAN EthO Ethl Eth2  Status  PPPoE Surroundings

Networks and Computers

Lower Limit Upper Limit
N Subgrou = Interface/VLAN
ame F
s IS NETe IP Address DS IP Address
or IP Address or IP Address
+ LA I[- ¥ [105177.0 [|10.51.77.0 |10.51.77.255 10.51.77.235  |inside (sth0 untagged) |
+ [Peatec_Seners || | (0000 |0.0.00 255255 255 255 255.255.255.255 | Ethemet2 (eth2 untagged) +|
+ [ShoreTel |- v [10.51.77.20 [[fosr7720 - ~|
+ [wan IE ~ 0000 |0.0.00 127.0.0.0 127.0.0.0 Loutside (eth1 untagged) |
|. v‘ |12m_g_2 | 127.0.02 |[255.265 955 955 255.255.255.255 ‘outside (eth1 untagged) V|
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5 Troubleshooting
5.1 Startup Tool Troubleshooting

5.1.1 Status Bar

Located on every page of the Startup Tool is the Status Bar. This is a display and
recording of all of the activity of the Startup Tool, displaying Ingate unit information,
software versions, Startup Tool events, errors and connection information. Please refer
to the Status Bar to acquire the current status and activity of the Startup Tool.

Status

Ingate Startup Toal Yersion 2.4.0

Startup kool wersion available on the Ingate web: 2.4.0

‘fou are running the latest version of the Startup tool,

More information is available here: http:f v ingate, com/startuptool.php

I

5.1.2 Configure Unit for the First Time

Right “Out of the Box”, sometimes connecting and assigning an IP Address and
Password to the Ingate Unit can be a challenge. Typically, the Startup Tool cannot
program the Ingate Unit. The Status Bar will display “The program failed to assign an IP
address to eth(0”.

Status

Ingate Startup Tool Yersion 2.4.0

Startup kool version available on the Ingate web: 2.4.0

‘fou are running the latest version of the Startup tool,

More information is available here: hktp: j v, ingate, com/startuptool, php
The program failed to assign an IP address to etho

Possible Problems and Resolutions

Possible Problems Possible Resolution

Ingate Unit is not Turned On. Turn On or Connect Power
(Trust me, I've been there)

Ethernet cable is not connected to Eth0. | EthO must always be used with the Startup Tool.

Incorrect MAC Address Check the MAC address on the Unit itself. MAC
Address of EthO.

An IP Address and/or Password have It is possible that an IP Address or Password have
already been assigned to the Ingate Unit | been already been assigned to the unit via the
Startup Tool or Console

Ingate Unit on a different Subnet or The Startup Tool uses an application called “Magic
Network PING” to assign the IP Address to the Unit. Itis
heavily reliant on ARP, if the PC with the Startup
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Tool is located across Routers, Gateways and VPN
Tunnels, it is possible that MAC addresses cannot
be found. Itis the intension of the Startup Tool
when configuring the unit for the first time to keep
the network simple. See Section 3.

Despite your best efforts... 1. Use the Console Port, please refer to the
Reference Guide, section “Installation with a
serial cable”, and step through the “Basic
Configuration”. Then you can use the Startup
Tool, this time select “Change or Update the
Configuration”

2. Factory Default the Database, then try again.

5.1.3 Change or Update Configuration

If the Ingate already has an IP Address and Password assigned to it, then you should be
able use a Web Browser to reach the Ingate Web GUI. If you are able to use your Web
Browser to access the Ingate Unit, then the Startup should be able to contact the Ingate
unit as well. The Startup Tool will respond with “Failed to contact the unit, check
settings and cabling” when it is unable to access the Ingate unit.

Skatus

Ingate Startup Tool Yersion 2.4.0

Startup tool version available on the Ingate web: 2.4.0

‘¥ou are running the latest version of the Startup tool,

More information is available here: http:ffwaw.ingate. comjstartuptoal, php
Failed to contact the unit, check settings and cabling

Possible Problems and Resolutions

Possible Problems Possible Resolution

Ingate Unit is not Turned On. Turn On or Connect Power

Incorrect IP Address Check the IP Address using a Web Browser.
Incorrect Password Check the Password.

Despite your best efforts... 1. Since this process uses the Web (http) to

access the Ingate Unit, it should seem
that any web browser should also have
access to the Ingate Unit. If the Web
Browser works, then the Startup Tool
should work.

2. If the Browser also does not have access,
it might be possible the PC’s IP Address
does not have connection privileges in
“Access Control” within the Ingate. Try
from a PC that have access to the Ingate
Unit, or add the PC’s IP Addtress into
“Access Control”.
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5.1.4 Network Topology

There are several possible error possibilities here, mainly with the definition of the
network. Things like IP Addresses, Gateways, NetMasks and so on.

Status

Ingate Startup Tool Version 2.4.0, connected to: Ingate SIParator 19, IG-092-702-2122-0

Enhanced Security
10 5IP Traversal Licenses
10 SIP User Registration Licenses

Software Yersion: 4.6.2

Error: Primary DNS nok setup,

Error: Default gateway is not reachable,
Error: Settings for ethi is not correct,

Possible Problems and Resolutions

Possible Problems

Possible Resolution

Error: Default gateway is not reachable.

The Default Gateway is always the way to the
Internet, in the Standalone or Firewall it will
be the Public Default Gateway, on the others
it will be a Gateway address on the local
network.

Error: Settings for eth0/1 is not correct.

IP Address of Netmask is in an Invalid
format.

Error: Please provide a correct netmask
for eth0/1

Netmask is in an Invalid format.

Error: Primary DNS not setup.

Enter 2 DNS Server IP address

5.1.5 IP-PBX

The errors here are fairly simple to resolve. The IP address of the IP-PBX must be on
the same LAN segment/subnet as the EthO IP Address/Mask.

Status

Ingate Startup Tool Yersion 2.4.0, connected to: Ingate SIParator 19, IG-092-702-2122-0

10 SIP Traversal Licenses
10 SIP User Reqistration Licenses

Software Version: 4.6.2

Error: The IP PBX IF does not seem to be on the LAN,
Error: You must enter a SIF dornain,

Error: The IP PBX IP does not seem to be on the LAN,
Error: The IP PEX IP does not seem to be on the LAN,

Possible Problems and Resolutions

Possible Problems

Possible Resolution

Error: The IP PBX IP does not seem to
be on the LAN.

The IP Address of the IP-PBX must be on
the same subnet as the inside interface of the
Ingate Eth0.

Error: You must enter a SIP domain.

Enter 2 Domain, or de-select “Use Domain™

Error: As you intend to use RSC you
must enter a SIP domain. Alternatively
you may configure a static IP address on
ethl under Network Topology

Enter 2 Domain or IP Address used for
Remote SIP Connectivity. Note: must be a
Domain when used with SIP Trunking
module.

Config Guide for ShoreTel and Ingate
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5.1.6 ITSP

The errors here are fairly simple to resolve. The IP address, Domain, and DID of the
ITSP must be entered.

Status
Ingate Startup Tool Version 2.4.0, connected to: Ingate SIParator 19, IG-092-702-2122-0

Enhanced Security ~
10 5IP Traversal Licenses
10 5IP User Registration Licenses

Software Yersion: 4.6.2

Error: Please enter a domain name for your provider,
Error: Plaase enter number, name and domain.
Error: Please enter number, name and domain,

Possible Problems and Resolutions

Possible Problems Possible Resolution

Error: Please enter a domain name for Enter a Domain, or de-select “Use
your provider Domain”

Error: Please enter number, name and Enter a DID and Domain, or de-select
domain. “Use Account”

5.1.7 Apply Configuration

At this point the Startup Tool has pushed a database to the Ingate Unit, you have
Pressed “Apply Configuration” in Step 3) of Section 4.7 Upload Configuration, but the
“Save Configuration” is never presented. Instead after a period of time the following
webpage is presented. This page is an indication that there was a change in the database
significant enough that the PC could no longer web to the Ingate unit.

N Basic Rulesand | SIP J SIP |.. Virtual Private | Quality of | Logging

The time limited testing was automatically aborted because the configured time limit expired.

You must confirm the above before you can continue.

Possible Problems and Resolutions

Possible Problems Possible Resolution

EthO Interface IP Address has changed Increase the duration of the test mode, press
“Apply Configuration” and start a new
browser to the new IP address, then press
“Save Configuration”

Access Control does not allow Verify the IP address of the PC with the
administration from the IP address of the | Startup Tool. Go to “Basic Configuration”,
PC. then “Access Control”. Under

“Configuration Computers”, ensure the IP
Address or Network address of the PC is
allowed to HTTP to the Ingate unit.
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5.2 INGATE WEB GUI CONFIG

Configure your Ingate Firewall or Ingate SIParator to get basic network connectivity on
all applicable interfaces. Please refer to the Reference Guide and other documentation as
needed.
Remember to configure the following:
- Assign IP addresses on the inside and outside interface. For DMZ SIParators,
use one interface only. (Network -> All Interfaces)
- Assign a default gateway. (Network -> Default Gateway)
- Assign a DNS server address. (Basic Configuration -> Basic Configuration)
- Define the IP subnet allowed to configure the Ingate and the interfaces to use for
configuration. (Basic Configuration -> Access Control)
First make these basic settings and apply the configuration to have the unit working in
your network environment. Then proceed with the following settings to get SIP
Trunking to work with your service provider.

5.2.1 Network — Network and Computers

- Add a network for the Service Provider ITSP IP). If you don’t know the IP
addresses used, you can put in 0.0.0.0 as lower limit and 255.255.255.255 as
upper limit. In this way, requests from any IP address will be accepted.

- Add a network for the LAN (inside IP range).

o Basic SIP | SIP |, . Virtual Private | Quality of | Logging

Gl Defoult Al Interface
(C1MEEM Gatewoys Inferfoces VLAN EthO Ethl Eth2  Status  PPPoE Surroundings

Networks and Computers

Lower Limit Upper Limit
Name Subgrou LTI Interface/VNLAN Delete
e IR IP Address IR IP Address
or IP Address or IP Address
+ [TsP_ip |- v|[oo00 |0.00.0 255.255.255.255 | outside (sth1 untagged) v | OJ
+[Lan | (- ~| 1051770 ||10.51.77.0 10.51.77.255 | inside (eth0 untagged) v |[]
+ [ShoreTsl |- ~|[1051 77 20 |losi7720 [ 7[O
+ [wan | (- ~| [0.0.00 ||0.0.0.0 127.0.0.0 | outside (sth1 untagged) ||
|. v| [127002 ||127.002 255.255.255.255 |out5ide (eth1 untagged) V| O

5.2.2 Basic Configuration — SIParator Type (SIParator Only)

Use the appropriate SIParator configuration for your deployment.

\'muul Private ﬂuu\ﬁyn lug
Dynami SIParator
Cunhqumﬂnn (nnirul RADIUS SHMP DNS llpduts Cerfificates Advanced [T

Type of SIParator (Help)

The SIParator can be connected to your network in three different ways. depending on
your needs.

SIParator type:

DMZ v
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5.2.3 SIP Service — Basic
- SIP Module: On.

A Basic SIe g osie |, Virtual Private | Quality of | Logging

Signaling ~ Media Sessions  Remofe SIP~ VoIP  VoIP Survival
Encryption Encrypfion Interoperability and Media Connectivity Survival  Stofus

SIP Module (Help)
SIP module: & On O Of

Additional SIP Signaling Ports (Help) SIP Logging (Help)

Port Transport Comment Delete opEosrlily  Lageossim §lP

signaling: packets:

e ¥ od @
Log class for SIP Log class for SIP

SIP Media Port Range (Help) license messages: errors:

pors: szt - Ca— R —
Log class for SIP Log class for SIP
media m £ debug m £
‘Lucal V| ‘Lucal V‘

5.2.4 SIP Service — Interoperability

URI Encoding — Use shorter, encrypted URI

Signaling Order of Re-INVITEs — Send response before re-INVITE are
forwarded

3. Public IP address for NATed SIParator — Only in DMZ, DMZ/LAN, and LAN
configurations, assign the External Firewall Public IP address

L Basic SIPf SIP ], Virtual Private | Quality of | Logging
Signaling  Media Sessions  Remote SIP ~ VolP  VolP Survival
Basic Encryption Encryption \ERN A 1l ond Media Connectivity Survival — Status

N —

URI Encoding (Help) Signaling Order of Re-INVITEs (Help)
Recommended setting: Ahways encrypt URIs Recommended setting: Send re-INVITEs all the way directly

O Always encrypt URIs O Send re-INVITEs all the way directly

@) Use shorter, encrypted URIs & Send response before re-INVITEs are forwarded

O Escape URIs

O Keep username in URIs

Public TP address for NATed SIParator (Help)
This setting 1s not supported for the Standalone configuration.
DNS Name
or IP Address

L

IP Address
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5.2.5 SIP Traffic — Filtering

1. Under Proxy Rules, change the Default Policy for SIP Requests to “Process All”.
2. Content Type: Add */* and Allow - ON

SIP User  Authenficafion

A Basic Sie | sie |, Virtual Private | Quality of | Logg

Time  SIP

Methods G0 Database and Accounting Dial Plon Routing Classes Status

Proxy Rules (Help)

No. From Network Action Delete

Header Filter Rules (Help)

No. From To
"| Header |Header

Add new rows TOWSs.

Content Types (Help)

Content Type |Allow Delete

Ca—|

5.2.6 SIP Traffic — User Database

Action Delete

Default Policy For SIP Requests
@ Process all

O Local only

& Reject all

Default Header Filter Policy
& Process
O Reject

Configure an account with details as provided from the I'TSP.

5.2.7 SIP Traffic — Routing

- Local REFER handling: check Always handle REFER locally.
The configuration of the Ingate is now done and the changes must be applied on the
Administration page to take effect. Note:This can also be done dynamically using the
Dial Plan with a Regular Expression in the Forward To, with an expression that looks
like “sip:$1@10.51.77.20;b2bua”, the “;b2bua” indicates to the Ingate to use the Local

REFER handling.

e Basic sip g oSIP .. Virtual Private | Quality of

SIp User  Authenticafion

Time  SIP

Methods Filtering Databose and Accounting Dial Plan M(Iusm Status

Local REFER Handling (Help)

Always handle REFER locally

o For clients not supporting
REFER

For clients not supporting
replaces

For dialogs with specified From
URI

From URIs For Which REFER is Handled

Locally
TURI Delete

Config Guide for ShoreTel and Ingate

Loggi
and T4

Page 42



5.2.8 SIP Traffic — Dial Plan
Configure the Dial Plan according to the picture below.

— Basic SIPJ SIP ], . Virtual Private | Quality of

SIP User  Authentication Time  SIP
Methods Filiering Database and Accounting PIDNNTY Routing Closses Status

Logging

and Tools

Use Dial Plan (Help)
@ On

O Of

(O Fallback

Emergency Number (Help)
911

Matching From Header (Help)

| Use This ... | ...OrThis
Name Transport Network Delete
| Username | Domain | Reg Expr
|Generic TSP * - Il || uor ~|[msp_P v|||:|
LAN . . | e Mt ¥|O
|shorsTel - - Il ||uop v|[shoreTel || O]
[wAN . . | | LAny vl [wan_¥|O0
[ Add new rows ”1 |Iows.
Matching Request-URI (Help)
Use This ... | ...OrThis
Name Delete
| Prefix | Head | Tail | Min.Tail | Domain | RegExpr
|Inbound Il I | any character |v]| |[123.123.123.123 || ||D
||Outb0und ||| ||| H|any character V||| |||1U.51.W.1UU H| |||:|
[ Add new rows ”1 |Iows.
Forward To (Help)
Use This ... ... Or This | ...OrThis
Name Subno. Delete
| Account |Rep]acementURJ| Port |Tr:msport| Reg Expr
# [Generic TSP |1 |-~ I | | |-~ [ses1@21212] 0
# [ShoreTel IE -~ I | | |-~ [sesi@0sirr] O
[ Add new rows ] |1 |g[oups with TOWS PEr group.
Dial Plan (Help)
No. From Header Request- Action Forward To | Add Prefix ENUM
URI |  Forward | ENUM
"1 H| ShoreTel he | ” OQutbound V||| Forward |:|| " Generic ITSP V||| |” H| -
||2 H| Generic ITSP VH| Inbound V||| Forward V|||Sh0reTeI v||| |” H|—
3 || waN o[- v || Reject |8 #| | |E
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5.3 USING THE INGATE FOR TROUBLESHOOTING

5.3.1 Troubleshooting Outbound Calls

Symptom: When trying to make a call from an internal ShoreTel extension to PSTN,

there is no ringing signal on the PSTN phone.

Note: If you get a ringing signal on the PSTN phone, these troubleshooting steps will
not help you to find the problem. Please contact your sales representative for support.

Make a test call

igmali

racaived from ne

signaling sent Problem found  Problem found Ingate config?

g ITSPY

no—-<_ INgate config?

ok qk

Protdem found  Problem found PEY m'lﬁg?

ok
yas
Proslem found Network?
ok

ok

¥ ¥ ¥ 4‘
Contact Contact Correct emors Contact
Support Support and retest Support

Outbound traffic troubleshooting overview
Get a log for the failing call:

First try to make a call to a PSTN number from a ShoreTel phone and notice the
behavior on the ShoreTel phone as well as on the PSTN phone.

Next step is to search the log on the Ingate. Log in to the Ingate box and navigate to the
Display Log page. Make necessary settings on this page according to the picture below.
Especially make sure that you have the highlighted checkboxes in the correct state.
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DI Packet Display logging  log  Log
[V Copture  Lood  Configuration Classes Sending

Packet selection: only those packets that meet the search critena in the three
sections below will be selected. This selection will only have effect on the TP
packets as selected choice

Show newest at top

Time Limits

y N Show log from: (clear’
Packet Type Selection date (YYYY- time
All packets 4

MM-DD)  (HH:MM:SS)

IP Address Selection (Help) Show log until: (clear)

A [] not this address date (YYYY- time
MM-DD :MIME:SS
B: [ not this address ) (i )
Ohsre Obdst @A any
[] not this combination
OAtoB OB to A O Between AS&B Show This

ProtocolPort Selection packets as selected

@ AP protocols onfiguration server leging

stration and configuration
mal reconfigurations and

OTCP O All ports
OUDP ® Selected ports: (Heln)

A [ not this port e changes
B: [ not this port (CP/PFPPGE chent
Ohsre Ohdst @A any [ RADIUS errors

OALoB OB to A O Between Agp 1 20t s combinalion [ SHMP problens

OICMP Select typefcode: Helg) [ Harpiware errors
Type [ not [ e errors
Code: [ not [ Negotiated IPsec tunnels
[1 IPsgc key negotiations
L s ¢ user authentication
O Protocol number:  (Help) [ not e

SIP Packet Selection (Hel

packets
Call-ID W nternal SIP signaling [] £IP License messages

Then press “Display log” further down on the same page.

You will now see a log of all SIP packets received and sent by the Ingate, with the newest
log entry on the top.

Ensure the signaling is received from the ShoreTel:

Localize the call initiation from the ShoreTel by searching for “invite sip” in your
browser. You should look for the first packet coming from the ShoreTel system that
starts with a “recv from <IP address of the ShoreGear switch>" as you can see in the
example (only the first lines of the log messages are shown here).

>>> Info: sipfw: recv from 10.100.0.40:5060 via UDP connection 12746:
INVITE sip:16037914522@10.100.0.13:5060 SIP/2.0

If you cannot find a packet like the one above, the problem is in the communication
from Shoregear to the Ingate. Follow these steps:

1. Make sure the Ingate SIP module is turned on, SIP Services — SIP Module — On.
Retest if you change any setting.

2. Make sure the ShoreTel configuration is correct. Check the IP address pointing at
Ingate one extra time. Retest if you change any setting.

3.

Make sure there is IP connectivity between the ShoreTel and Ingate. Contact
your network administrator for assistance if needed.

If none of the steps above solves the problem, contact your sales representative for
support.
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Ensure the signaling to the I'TSP works:

If you find the incoming packet, you should find a similar packet leaving the Ingate just
above (just after in time) the incoming packet. The first rows of the outgoing packet will
look something like this:

>>> Info: sipfw: send sf (0x8422820) to 208.49.124.49:5060 via UDP connection
12748:
INVITE sip:16037914522@208.49.124.49:5060;transport=udp SIP/2.0

If you don’t see the outgoing packet, something is probably wrong with the Ingate
configuration or you lack Internet connectivity:
1. Make sure that the Ingate is configured correctly.
2. Make sure the IP connectivity between the Ingate and the I'TSP is working.
Contact your network administrator for assistance if needed.

If you see a packet sent from the Ingate, verify that it is sent to the IP address provided
by the I'TSP. If not, correct your configuration and retest.

If none of the steps above solves the problem, contact your sales representative for
support.

5.3.2 Troubleshooting Inbound Calls

Symptom: When trying to make an inbound call to a ShoreTel phone via the SIP Trunk
there is no ringing signal on the ShoreTel phone.

Note: If you get a ringing signal on the ShoreTel phone, these troubleshooting steps will
not help you to find the problem. Please contact your sales representative for support.

Make & test call

—

Corre

signaling sent Metwork? roblem found  Problem found Metwork?
o PBX?
ok ok
¥
yes Ingate config? Froblem found  Froblem found Ingate config?
ok ok
v ¥ 1 3 v
Cantact Contact Carract errors Contact ITSP
Support Support and ratest Support
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Get a log for the failing call:

First try to make a call to a ShoreTel phone from a PSTN phone and notice the behavior
on the ShoreTel phone as well as on the PSTN phone.

Next step is to search the log on the Ingate. Log in to the Ingate box and navigate to the
Display Log page. Make necessary settings on the logging page according to the picture
below. Especially make sure that you have the highlighted checkboxes in the correct state.

([T Pockei Disploy Llogging  log  Log
(M Copture  Lood  Configuration Closses Sending

Packet selection: only those packets that meet the search critena in the three
sections below will be selected. This selection will only have effect on the IP
packets as selected choice

Show newest at top

Time Limits
. . Show log from: (clear
Packet Type Selection date (YYYY- time
All packets v MM-DD) (HH:IMM:SS)

IP Address Selection (Help) Show log until: (clear
A [ not this address date (YYYY- time

MM-DD MM S
B [] not this address ) (s} )

Ohsre Ohdst @A any .
O&toBOE to A OBetween AgE ) 2 this combination

Protocol’Port Selection

& ALTP protocols

QOTCP O All ports
QUDP @ Selected ports:  (Hel)

A [ not this port
B: [ not this port [0 DHLP/PPPSE client
Ohsee QAdst @A any [ EADIUS errors

OhtoB OB to A OBetween Agp L "0F s ombination O] SNME problems

OICMP Select typefcode: (Hels) [ Harflware errors
Type [ not [ Mai errors
Code [ not [ Megotiated IPsec tunnels
[ IPséc key negotiations
) [ IPsgc user authentication
(O Protocel number.  (Help) [ not D BETP negotiations
ST errors
SIP signaling

SIP Packet Selection

lej SIP packets
Call-TD g mternal SIP signaling [ §IP license messages

Then press “Display log” further down on the same page.

You will now see a log of all SIP packets received and sent by the Ingate, with the newest
log entry on the top.

Ensure the signaling is received from the ITSP:

Localize the call initiation from the Trunking provider by searching for “invite sip” in
your browser. (use Cttl-F). You should look for the fist packet coming from the ITSP
system that starts with a “recv from <IP address of the ITSP>" as you can see in the
example (only the first lines of the log are shown below).

>>> Info: sipfw: recv from 208.49.124.49:5060 via UDP connection 12748:
INVITE sip:6023574058;npdi=yes@193.12.253.37:5060 SIP/2.0

If you cannot find a packet like the one above, the problem is in the communication
from the ITSP to the Ingate. Follow these steps:

1. Make sure you have IP connectivity between the Ingate and your I'TSP. Contact
your network administrator for assistance if needed
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2. Make sure the Ingate SIP module is turned on, SIP Services — SIP Module — On.
Retest if you change any setting.
If you still don’t see any packets in the log, contact your I'TSP for further troubleshooting.
Ensure correct signaling to the Shoretel PBX:
If you find the incoming packet, you should find a similar packet leaving the Ingate just
above (just after in time) the incoming packet. The first lines of the outgoing packet will
look something like this:

>>> Info: sipfw: send sf (0x8419848) to 10.100.0.40:5060 via UDP connection 12746:
INVITE sip:6023574058;npdi=yes@10.100.0.40:5060;transport=udp SIP/2.0

If you don’t see the outgoing packet, something is probably wrong with the Ingate
configuration or you might lack a connection to your LAN where the ShoreTel is
located:

1. Ensure you have IP connectivity between ShoreTel and the Ingate. Contact your

network administrator for assistance if needed.

2. Make sure your Ingate is configured correctly.
If you see the outgoing packet, make sure the IP address it is sent to is the one used by
the Shoregear switch.
If the call still fails after executing the steps described above, please contact your sales
representative for support.
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